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Proposal

RESEARCH OBJECTIVES

A tool-supported framework for RE that will make
possible to achieve legal compliance of software
requirements through a systematic process based on
argumentation

1. A conceptual framework for modeling
the law and requirements

Research 2. A tool for the analysis of models of the
objectives law to support the design of software
requirements

3. An argumentation-based systematic
process to guide the analyst in the
evaluation of (critical) legal issues
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Proposal

DETAILS

A conceptual framework
for law and requirements

A tool to support the
analysis of the law model

An systematic process
based on argumentation

Identify basic concepts

Modeling language for applicability
of norms and their compliance

Tool for reasoning over a basic
norm model

Preliminary evaluation of the
argumentation-based approach

Identify critical issues not supported
by the framework-tool

Expand the language to model
stakeholder preferences

Include preferences
[+ scalability evaluation]

Evaluate type of discussions/
argumentation framework

Expand the language to reason
about legal roles

[+ preliminary validation]

Include analysis of responsibility
and delegations

[+ validation]

Identify key steps of the process

Link with a goal-oriented model of
requirements

[+ validation]

Interface with a tool for designing
requirements

Identify how/where the tool and
argumentation framework should
be included
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Proposal

WHAT HAS BEEN DONE SO FAR

A conceptual framework
for law and requirements

A tool to support the
analysis of the law model

An systematic process
based on argumentation

Identify basic concepts [1]

Modeling language for applicability
of norms and their compliance [2]

Tool for reasoning over a basic
norm model [5]

Preliminary evaluation of the
argumentation-based approach [4]

Identify critical issues not supported
by the framework-tool

Expand the language to model
stakeholder preferences [3]

Include preferences [5]
[+ scalability evaluation]

Evaluate type of discussions/
argumentation framework

Expand the language to reason
about legal roles

[+ preliminary validation]

Include analysis of responsibility
and delegations

[+ validation]

Identify key steps of the process

Link with a goal-oriented model of
requirements

[+ validation]

Interface with a tool for designing
requirements

Identify how/where the tool and
argumentation framework should
be included

[1] RIGIM’ 12

[2] ER’12

[3] REFSQ'13
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[4] Journal of Data Knowledge Engineering
[5] submitted to CAISE’13




Proposal

WORK IN PROGRESS

A conceptual framework
for law and requirements

A tool to support the
analysis of the law model

An systematic process
based on argumentation

Identify basic concepts [1]

Modeling language for applicability
of norms and their compliance [2]

Tool for reasoning over a basic
norm model [5]

Preliminary evaluation of the
argumentation-based approach [4]

Identify critical issues not supported
by the framework-tool

Expand the language to model
stakeholder preferences [3]

Include preferences [5]

[+ scalability evaluation]

Evaluate type of discussions/
argumentation framework

Expand the language to reason
about legal roles

[+ preliminary validation]

Include analysis of responsibility
and delegations

[+ validation]

Identify key steps of the process

Link with a goal-oriented model of
requirements

[+ validation]

Interface with a tool for designing
requirements

Identify how/where the tool and
argumentation framework should
be included

[;] ElRG1”\2/|12 [4] Journal of Data Knowledge Engineering
{3} S [5] submitted to CAISE’13
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Today

SO FAR

A conceptual framework
for law and requirements

A tool to support the
analysis of the law model

An systematic process
based on argumentation

Identify basic concepts [1]

Modeling language for applicability
of norms and their compliance [2]

Tool for reasoning over a basic
norm model [5]

Preliminary evaluation of the
argumentation-based approach [4]

Identify critical issues not supported
by the framework-tool

Expand the language to model
stakeholder preferences [3]

Include preferences [5]

[+ scalability evaluation]

Evaluate type of discussions/
argumentation framework

Expand the language to reason
about legal roles

[+ preliminary validation]

Include analysis of responsibility
and delegations

[+ validation]

Identify key steps of the process

Link with a goal-oriented model of
requirements

Interface with a tool for designing
requirements

Identify how/where the tool and
argumentation framework should

[+ validation] be included
[;] FE{IIQG1”\2/I12 [4] Journal of Data Knowledge Engineering
%3} A [5] submitted to CAISE'13
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Nomos 2

(GOALS AND NORMS

Norm is a primitive concept in our modeling language A

(Norm := (Type, || Holder,Counterpart, || Antecedent, Consequent)
Modality Roles Situations
e.g. Right that has to the one who's make the make the
Duty satisfy the interests are norm norm
norm helped applicable satisfied
A situation is defined as the neutral concept of
artial state of the world.
P SITUATIONS
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Nomos 2

NORMS AND SITUATIONS

® How to represent Norms with Situations

Relations (Situation x Norms)

break N

apply Situation makes applicable (or block) a norm
M (e.g. “every public building must have fire

extinguisher”)

e /\ Situation satisfy (or break) a norm (e.g. “fire
extinguisher in the building”)

2%

being in a public
building

Norm = {Compliant, Un-compliant,
Tolerated, Inconclusive}
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Fire extinguisher
in the building

Situations = {True,
False,

Undefined}




mp3 song .

stored
in computer

Owner of computer

has original CD

Owner of computer

has only a copy
the original CD

Sit 1+2 are satisfied = compliant
Sit 1+3 are satisfied = non-compliant
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f

DUTY: give legal proof
of where digital tracks
come from

Sharing is within
computers of the
same owner

EXAMPLE

DUTY: Do not share

copyrighted material

break
Sharing among

different users

fnp3 song

shared

Sit 1+4+5 = compliant

Sit 1+4+6 = non-compliant




Today

CURRENT WORK

A conceptual framework
for law and requirements

A tool to support the
analysis of the law model

An systematic process
based on argumentation

Identify basic concepts [1]

Modeling language for applicability
of norms and their compliance [2]

Tool for reasoning over a basic
norm model [5]

Preliminary evaluation of the
argumentation-based approach [4]

Identify critical issues not supported
by the framework-tool

Expand the language to model
stakeholder preferences [3]

Include preferences [5]

[+ scalability evaluation]

Evaluate type of discussions/
argumentation framework

Expand the language to reason
about legal roles

[+ preliminary validation]

Include analysis of responsibility
and delegations

[+ validation]

Identify key steps of the process

Link with a goal-oriented model of
requirements

[+ validation]

Interface with a tool for designing
requirements

Identify how/where the tool and
argumentation framework should
be included

[1] RIGIM’12

[4] Journal of Data Knowledge Engineering

[2] ER™2 [5] submitted to CAISE’13

[3] REFSQ’'13
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Nomos 2

FITNESS-TO-NORMS

« Software quality: fitness-for-purpose vs fitness-to-norm
* Many ways for complying to law

- IF a system complies... HOW a system complies

PREFERRED COMPLIANCE PROBLEM:
Problem of finding the best compliance solution,

given a law and a set of stakeholder preferences
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Nomos 2

EXAMPLE

obligato to A right to return
pay VAT tax bought goods ? \
/ satisfy \ activate satisfy

activate block break
/ A \ and
7 AN AN
(o H[ =] [a] [=] [ ]

bprOdhLﬁt s VAT tax VAT-claim  Productis 90 ?\ays f;"m the product  the product
ought from s payed tax form  VAT-free purchase nave s returned  is damaged
seller is filled in not passed

» Customer/Seller example: many solutions

« Exploring compliance solutions: too many models (3%)
depending on the topology of the model
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Nomos 2

STAKEHOLDER PREFERENCES

obligato to A right to return
pay VAT tax bought goods T \
/ satisfy \ activate satisfy

activate block break
/ A \ and
7 AN AN
(o H[ =] [a] [=] [ ]

bprOdhLﬁt s VAT tax VAT-claim  Productis 90 ?\ays f;]c’m the product  the product
ought from s payed tax form  VAT-free purchase nave s returned  is damaged
seller is filled in not passed

* pref1 = {83 >cost 82}
but maybe... pref, ={S, >, . S3}

©Silvia Ingolfo - re-seminar - February 2013



Nomos 2

PCP
Preferred Compliance Problem (PCP):

|dentify alternative ways to comply with applicable
N,«<— Normes, a;d)@ﬁwparing these alternatives on the basis
of stakehotler preferences.

v

X;is a set of Situations <, : relation defining partial order on Situations

Candidate Compliance Solution:
a pair (X, N:), where X satisfies all norms in N,

Solution to PCP:
find a CCS that ranks better according to the relation <,
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Nomos 2

NRToOOL

Solution to PCP:
find a CCS that ranks better according to the relation <,

!

> rank? Assumptions: value of some situations that are
I*’ ' knoxIn or hypothesized to be true or false

Generate and prune solutions - rank J

DLV program and compliance queries

Nomos 2 model

in the form of Disjunctive Logics
i O clauses
NR Tool o1 o
PCP {Preferences o i8¢
) Query &éﬂ — | Converts input models | 5§% :
- (Assumptions into Datalog specification EWp e 1
T

DLV framework

| Converts output solutions \
j i «— in a readable formats 0
Analyst ‘\\% T ——

=

=
Report —

Solutions
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Today

CURRENT WORK
A conceptual framework | A tool to support the An systematic process
for law and requirements | analysis of the law model based on argumenta
Identify basic concepts [1] Prelimi @@ the
ed approach [4]

entify criticg| issues upported

by the fra @

CD I ypPe of discussions/
r@mentation framework

of norms and their compliance [2]

Expand the languagge to m (@
stakeholder pre Z (3

Tool for reasoning over a basic (
Modeling language for applicability | n°M model [3] @ @

: responsibility
Identify key steps of the process
[+ preliminary v@@ alidation]

Link with a goal odel of Interf ith a tool for desian Identify how/where the tool and
requirements rgci:i?ecrie\/::ts a tootor designing argumentation framework should
[+ validation] be included
[;] 551”\2/'12 [4] Journal of Data Knowledge Engineering
{3% SR [5] submitted to CAISE’13
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Law and adaptation

POSITION PAPER FOR SEAMS

« work with Vitor (remember this guy from Brazil?)

* IDEA: law has a great impact in the design = need
flexible approaches to adapt = exploit existing work on
requirement adaptation to adapt to law

* We characterize the relationship between law and
adaptation: Zanshin + Google Driverless Car
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Law and adaptation
POSITION PAPER FOR SEAMS

¢ D”Ve rleSS Cal’ is “an autonomous vehicle capable of fulfilling the human transportation
capabilities of a traditional car. As an autonomous vehicle, it is capable of sensing its environment and

navigating on its own. A human may choose a destination, but is not required to perform any mechanical

operation of the vehicle”

« Many car companies working = Google wins!
 Nevada passed a law in 2011
 California 201X: soon

« Challenge
 Drive across mU|t|p|e state (ariving age? driving speed?...)

* Obey traffic law
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Law and adaptation

POSITION PAPER FOR SEAMS

* VEHICLE OPERATOR: component of the car that takes care
Of the Operation Of the VehiC|e (manage user requests, manage mechanics, obey traffic law, ...)

» Legal Awareness
Requirements as the class
of legal requirements that
lead to feedback loop
functionalities.

NeverFail

Obey ftraffic law

\§uccessRate
‘?O%,trip)

NeverFail

All passenger
) wear seat-belt
@

\§uccessRate

e ik Legend -

/ﬁN and/or
A refinement

 LAwReqs will talk about
the states that legal
requirements can assume
at runtime.
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(current) Future work
CURRENT - FUTURE WORK

Norms Situations Goals

« Scalability of the tool

e
e

* Legal roles vs functional roles Qk

FUTURE - FUTURE WORK

* Link model with goals
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Questions
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