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Context:	
  the	
  Aniketos	
  project	
  

•  Secure	
  service	
  composi+ons	
  in	
  a	
  constantly	
  
changing	
  environment	
  
– Design-­‐Pme:	
  	
  

•  specificaPon	
  of	
  the	
  security	
  requirements	
  

– Run-­‐Pme:	
  	
  
•  creaPon	
  of	
  a	
  secure	
  service	
  composiPon	
  
•  alignment	
  of	
  requirements	
  with	
  evolved	
  service	
  
composiPons	
  

•  For	
  more	
  informaPon	
  :	
  hWp://www.aniketos.eu/	
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Algorithm 5 Non-repudiation verification
VerifyNR(actNR, perf, actCurr, found, visited)
1 switch TypeOf(actCurr)
2 case ack :
3 if (actNR 2 AckFor(actCurr) ^ Perf(actCurr) = perf)
4 then return true

5 case end :
6 return not found
7 case default :
8 if (actCurr = actNR)
9 then found true

10 next NextActivities(actCurr) \ visited
11 if next = ; then return true

12 switch TypeOf(NextElement(actCurr))
13 case gway-excl :
14 return

V
a2nextVerifyNR(actNR, perf, a, found, visited [ actCurr)

15 case gway-incl :
16 return

W
a2nextVerifyNR(actNR, a, perf, found, visited [ actCurr)

17 case activity :
18 VerifyNR(actNR, perf, GetFirst(next), found, visited [ actCurr)

the activity was found but the ack was not found, while it returns true if the
activity was not found (lines 5-6). If the current activity is the searched one, then
the variable found is set to true: an ack is required (lines 7-9). If there are no
subsequent activities, this means the algorithm has reached the end of a cycle;
since cycles are supported only via exclusive gateways, the algorithm returns
true, as such value does not a↵ect the computation of compliance (lines 10-11).
The recursive calls of the algorithm depend on the type of the next encountered
element (line 12). If an exclusive gate is found, the algorithm is recursively called
for all subsequent activities, and the compliance results are conjuncted, as com-
pliance is needed in all paths (lines 13-14). If a parallel gateway is encountered,
all outgoing paths are followed, and the results are disjuncted, as one ack su�ces
(lines 15-16). In case of an activity, the algorithm examines it (lines 17-18).

Example 4 (Checking non-repudiation). We check BP in Fig. 4 with the non-
repudiation commitment C1:C(eGov application, Seller, D=delegate(Seller, eGov

application, Government notified), non-rep(D)). The instantiation process—which
includes Algorithm 4—returns the following commitments:

C1.1:C(eGov, Athens REA, non-rep(Send copy to ministry))

C1.2:C(eGov, Athens REA, non-rep(Scan contract))

C1.3:C(eGov, Athens REA, non-rep(Archive contract copy))

C1.4:C(Storage, Athens REA, non-rep(Send copy to ministry))

C1.5:C(Storage, Athens REA, non-rep(Scan contract))

C1.6:C(Storage, Athens REA, non-rep(Archive contract copy))

By running Algorithm 5 on all the commitments, it returns that C1.3, C1.4,
and C1.5 are compliant: the debtor is not the performer of the activity, thus
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Algorithm 3 Non-Disclosure Verification
VerifyND(C(deb, cred, >, non-discl(var)), BP, SRS, CM)
1 actByDeb BP.ActivitiesBy(deb)
2 actByCred BP.ActivitiesBy(cred)
3 actUsingVar BP.ActivitiesUsing(var)
4 doc CM.Search(represents(var, *))
5 if doc 6= null

6 then info SRS.Search(tangible-by(*, doc))
7 for each i 2 info
8 do own SRS.Search(owns(*, i))
9 actByOwner.Add(BP.ActivitiesBy(own))

10 actByOthers actUsingVar \ actByDeb \ actByCred \ actByOwner
11 for each ai 2 actByDeb
12 do for each aj 2 actByOthers
13 do if var 2 output(ai) \ input(aj)
14 then return non-compliant

15 return compliant

The commitments returned by Algorithm 2 feed Algorithm 3, which checks
whether that commitment is satisfied or not by BP. If any commitment is not
satisfied, R/A alignment does not hold. Given a commitment instance C(deb,

cred, >, non-discl(var)) and the process BP, Algorithm 3 determines whether
there is at least one activity, performed by the debtor deb, that transfers variable
var to an activity executed by a performer that di↵ers from the variable owner
or the creditor cred. In order to check this, a number of sets of activities are
defined in the algorithm by querying BP (e.g., actByDeb indicates all activities
performed by deb), CM (e.g., doc is the document that the variable represents, if
any) , and SRS (e.g., info is the set of information the document makes tangible).

Example 3 (Checking non-disclosure). Suppose an evolution of the security re-
quirements occurs. Take BP as in Fig. 4, CM as in Table 2, and the evolved
requirement C3:C(eGov application, Seller, >, non-discl(Sale information)). By ex-
ecuting the instantiation algorithms for debtor (Algorithm 1), creditor, and se-
curity need (Algorithm 2), we obtain the following four commitment instances:

C3.1:C(eGov, Athens REA, >, non-discl(V1))

C3.2:C(eGov, Athens REA, >, non-discl(V3))

C3.3:C(Storage, Athens REA, >, non-discl(V1))

C3.4:C(Storage, Athens REA, >, non-discl(V3))

By running Algorithm 3 on the four commitments, it returns compliance for C3.1,
C3.3, and C3.4, while it returns non-compliance for C3.2. Indeed, eGov ’s activity
“Send copy to ministry” transfers V3 to activity “Check copy” performed by
the Greek ministry, who is neither the owner of V3 nor the creditor of C3.2.
In order to re-establish R/A alignment, either BP is re-designed so that V3
is not transferred to the Greek ministry, or the non-disclosure requirement is
relaxed, by allowing sale information to be re-distributed. ⇤
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Alignment	
  checking	
  tool	
  

•  Security	
  Requirements	
  Compliance	
  Module	
  
(SRCM)	
  
– Run-­‐Pme/design-­‐Pme	
  module	
  in	
  Aniketos	
  
Framework	
  	
  

– OSGi	
  -­‐	
  services,	
  apache	
  Karaf	
  compliant	
  
–  It	
  currently	
  supports	
  various	
  security	
  
requirements:	
  
•  Non-­‐repudiaPon	
  
•  Non-­‐distribuPon	
  
•  Non-­‐modificaPon	
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Related	
  Works	
  

•  Law	
  compliance	
  GhanavaP[2009]	
  
–  Design	
  Pme	
  methodology	
  	
  
–  No	
  security	
  requirements	
  

•  Business	
  process	
  genera+on	
  Desai	
  [2004],	
  Zeng[2002]	
  
–  No	
  evoluPon	
  

•  Audi+ng	
  Business	
  Process	
  Compliance	
  Ghose[2007]	
  
–  No	
  requirements	
  

•  Sta+c	
  Compliance-­‐Checking	
  Framework	
  for	
  Business	
  
Process	
  Models	
  Liu	
  [2007]	
  
–  Design	
  Pme	
  methodology	
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Future	
  Work	
  

•  Extend	
  the	
  list	
  of	
  security	
  requirements	
  
supported	
  

•  Validate	
  our	
  methodology	
  and	
  SRCM	
  with	
  
three	
  Aniketos	
  industrial	
  case	
  studies	
  

•  VerificaPon	
  of	
  security	
  properPes	
  with	
  
symbolic	
  execuPon	
  techniques	
  

•  Alignment	
  between	
  systems	
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Conclusions	
  

•  Key	
  feature	
  
– we	
  propose	
  run-­‐+me	
  methodology	
  to	
  check	
  the	
  
alignment	
  of	
  security	
  requirements	
  with	
  service	
  
composi+ons	
  

•  LimitaPons	
  
– Scalability	
  of	
  semi-­‐automated	
  part	
  
– Support	
  further	
  security	
  requirements	
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Thank	
  you!	
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