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Objectives

Taxonomiséhe sources of change

- where and what to monitorawareness requirements
Analysethe nature of change

- how to monitor and interpret change

Investigate the implications

- adaptation strategies and trade offs
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Presentation outline

1. Sources of ARessons from safety critical literature

2. Some examples from London Ambulance service case study
3. Classes of Awareness requirements (monitor processes)

4. Implications for changdgadaptation strategies)

5. Lesson from aviation case studies

6. Implications & future work
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Background/sources

A RE self adaptive systems
- Awareness requirementdylopoulos Souza et al 2011)
- RegMon& EEAT (RobinsoRicka$
- RELAX requirements adaptation (Sawyer, Whittle et al)
- Self aware system&hezai

A Safety Critical Systems
- failure causation analysisiflinage| Johnsonl.eveson
- human error theory (Reason, Woods)

A Safety critical RE & Generic RE models
- scenario analysis, PCRE (Sutcliffe et al 1999, 2005)
- domain theory (Sutcliffe 2002)



1 Awareness Requirements
- fundamental types

1. Event (failure) awareness

- Safety critical, command and control, automated systems
- ARsare integrated into the RE process

Functional requirements for normal goals

Functional requirements for exceptions, alternative paths etc
- objective is to deal with exceptions and unexpected events

2. Performancelevel of Service awareness

- ARsare supplementary to normal Requirements
requirements for monitors and adaptive processes

- objective is to tune/improve the current system, or adapt to contextual
changes



ne University

<ter

of Mancheste

.
; Sources of Failure

Environmental
context

Organisations
Culture, norms

Natural
events

Machines
(SW & HW)

No response
Ok response
WNRB Yy 3 §

Correct action
No action

Inadequate N
action

)

Planned
Responseso

actions

Want more detail ?
Johnson W. (1980), Management Oversight Risk Tree (MORT), US Dept of Energy report

10,000 nodes in generic failure diagnosis tree
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Sources of Fallurkessome causes

Poor safety culture
Lax discipline
Policy priorities

Complexity
Poormodelling
Resource constraints

Fate
Poor forecast
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context
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Causes of Fallure

The University
of Manchester

A Indirect causespreconditions or states that allow undesired events to
happen

- poor policies and goals
- culture and norms
- complex and unpredictable environments

A Direct causesfailures by people or machines
I Errors in planned procedures bugs, slips, lapses

I Design failures unexpected events, incorrect response planned
I Poor decisions, mistakes

Opportunities
for unexpected
or dangerous
events
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Monitoring Methods

The University

Context awarenejs

Observationg Standards Localisation
Surveys o e requs
Drills complian observatio

Environn
context

[ Detectabilityrequs
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monitors

Machines
(SW & HW) Events & states

\/ (consequences
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Behaviourintent
attitude & affect

Planned
actions

Events,
event sequence
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AR Types (Monitors)

A Soft Monitors Awareness requirements which can only by captured
iIndirectly by people

- by observation, interviews

- surveys

- standards compliance, certification

- running tests, drills to check system performance

- decision support analysis tools (e.g. statistical tests)

A Hard Monitors Awareness requirements which can be captured
automatically (or set as thresholds, targets, indicators, etc)

- simple eventanalysers

- compound eventanalyserssequences, cumulative events
- contextanalysersevent and states

- complex eventanalysersdata miners with history



MAN CHE;\%IER

Y
er

| ondon Ambulance Service
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LAS Direct Failure Sources

London
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LAS PossiblaARS

Software London Contact Urban
supplier Council fidelity Environme
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Dispatch

controllers Gazetteer

Ambulance

dispatch
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Fix the Design o \O
Adapt ? Ambulance Database

arrival accuracy
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AnalysingARs

An arbitrary number oARsand adaptive process could be
specified but

we need a systematic process to:

I. ldentify ARghat are a a necessary part of the problem
domain (notReqgs design errors)

Iil. Elicit andanalysethe sufficient and necessary setARs

lii. Plan appropriate adaptations



AR Methodology
(starting points)

Framework of problem domains

- context aware, location aware applications
- mobile applications

- customisableand configurable systems

- short term and long term adaptive systems

Type theory oARs what to go looking for at the
event level

performance level

Adaptation strategies (linked to AR types)
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Awareness Requirements Types 1.

A Agent (People) Monitors
-monitoring states/ properties of agents,
e.g. health care blood pressure, body temperature
- monitoring agentehaviour
e.g. heart rate, respiratory rate, gestures, movement
-monitoring intent and emotional state
e.g. stress by heart rate and GSR,
iIntent from behaviouranalysingcomputer operation in email
(see PCRE personal goals Sutcliffe et al 2005)
-performance monitors
e.g. exercise routines, calories burned, aerobic exercise level
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Awareness Requirements Types 2

A Artefact(machine and environment monitors)
- environment state, e.g. temperature, luminance, noise

- artefactstate cf RequiredBehaviourin Problem frames, e.g. door open/
closed.

- artefactstate in the world,
location in space, 2D or 3D coordinates, GPS tracking
location within a reference model, locus on map, on pathway, etc

- artefactbehaviour
actions compared with plan
response to events
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Awareness Requirements Types 3
state/event monitors

A State value, discrete, continuouspolean

A Event identity
o0 0

A Event patterns
o006 O 000 0O

A Temporal patterns O
00 O O ==

A Eventcstate monitors
For an event pattern taxonom
° .E‘ SeeHollnagel(1999)

CREAM




ne University

of Manchester

MANCHESTER
1824

Awareness Requirements 4
performance monitors

A Aggregate data from event level monitors

- over time
- across individuals
- classify events, categories, distributions

A Compare aggregated data against a target (threshold, indicator) or for
desired patterns




' Analysis Process
1. Walkthrough modelit or take your pick), identify sources of change
2. Inquire which type oARsare appropriate/needed by component

3. SpecifyARsas Monitors /Sensors

4. Specify Interpreters if necessary (performaides

Resources Task
perfqrm-ance People {environment} Event
ARs indicators Artefact Artefact AR t 3
Attained state AR4  ARtype 1&2 AR type 2 yPe



Implications for change
(adaptation strategies)

Safety CriticahRsevent level
Goal: to adapt quickly or whole system fails

- Instance level
repeat action (retry after interval)
use default value/ setting
use history repeat last successful action

- goal/method level
select alternative rule/ method
backtrack and use previous (successful) method
delegate to human intervention



w
Adaptation strategies
(performance level)

Goal: To improve performance towards desired /observed goal or level of
service.

(i) Performance tuninggo faster, more slowly, run more often.. Etc
run time controls (arrange more meetings)

(i) Relax constraints (N people in room, meeting time, people invited)
(iif) Adapt resources (larger room, more locations)
(iv) Change process (use Doodle web meeting scheduler)

(v) Change method/algorithm (best fit, approximate fit, video conference)
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Analyse
Change
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7

Safety critical
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Control
applications
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Analyse
Adaptation
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Mobile
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Specity
Montior
requs

AR types

applications
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AwarenessRkequs
lessons from aviation




